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Attachments:

1. Overall Description:

SA3 thanks CT4 for liaising. Regarding the ACTIONs requested to SA3 in the LS, SA3 would like to indicate the following. 
ACTION: CT4 kindly asks the SA3 group to:
1. Confirm that the attributes related to authentication when signalled over the Nudr SBI as proposed in the attached CR, require encryption and/or advice on what (if any) should be protected.
[SA3 Response]: SA3 checked the attached CR to the incoming LS and agrees that relevant attributes related to the authentication profile of a given subscription need to be stored and retrieved encrypted from the UDR. 
SA3 would like to indicate though that the use of individual encryption keys per encrypted attribute is not needed as that would complicate the management of authentication profiles unnecessarily. A single encryption key within the authentication profile can be used to protect all authentication attributes of a given subscription (i.e. single encryption key and encryption algorithm can be used to protect e.g. the permanent key and OPc).
SA3 would like to also point out that the attributes associated with the authentication algorithms (e.g. MILENAGE, TUAK) do not need to be stored as part of the individual authentication profile for each subscription in UDR but rather they can be managed locally at the UDM/ARPF instead. In this way, the need to transfer related attributes (e.g. OP, r1 … r5, c1 … c5) in a protected way over Nudr can be avoided. 

Finally, the preference of choice for the actual authentication algorithm used by different operators or in different markets can vary beyond the choice for MILENAGE or TUAK. The use of proprietary authentication algorithms needs to be supported as well. 

 

2. If needed, define or advice CT4 what protection mechanism to be used for the above mentioned attributes of the Nudr SBI for Release 15.

[SA3 Response]: The preference of choice also for the encryption algorithm to encrypt the relevant authentication related attributes in UDR could vary in different markets or between operators. It will be therefore required to include in Nudr an indicator of the algorithm used. The encryption algorithm indicator needs to allow for current most typical encryption algorithms (e.g. DES, AES, Blowfish) and should be prepared to allow future, customized and vendor specific algorithms. 256-bit algorithms also need to be allowed. 
2. Actions:

To CT4.

ACTION: 
SA3 kindly asks CT4 to take above answers into account.
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